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Abstract: To address the limitations of current deep learning-based methods in extracting contract bytecode features and
representing vulnerability semantics, as well as the shortcomings of the traditional graph neural networks in learning tem-
poral information from contract statements, a method for detecting vulnerabilities in contracts was proposed based on
pre-trained and temporal graph neural network. Firstly, the pre-trained model was used to transform smart contract byte-
code into a vulnerability semantics-aware contract graph structure. Then, combined with a self-attention mechanism, the
event-driven temporal graph neural network was designed to extract temporal information during contract execution. Fi-
nally, focusing on reentrant vulnerabilities, timestamp dependency vulnerabilities, and Tx.origin authentication vulner-
abilities, extensive experiments were conducted on a dataset of 120 932 actual contracts. The results show that the pro-
posed method significantly outperforms existing approaches.

Keywords: blockchain, smart contract, vulnerability detection, pre-training model, graph neural network

0 35 FEABESLABEANIE L, BRaHCRESH.
AR, BEEXHBERARIARNI LR, Uokyy B JINEE. BOBURY S 2 AU 2] 1T iz B

=

WimBHA: 2024-02-18; fEEIHHA: 2024-08-06

HEEWHE: EXREARRAES T (No.62202121) ; 5 5 Ui A& TR 3£ 8 5 BT H (No.2022YFB4400703) ; H e &L 2
ABHIF L 55 9 T 43 B Bh 0 H (No.3072022TS0604)

Foundation Items: The National Natural Science Foundation of China (No.62202121), The National Key Research and Develop-
ment Program of China (N0.2022YFB4400703), The Fundamental Research Funds for the Central Universities (N0.3072022TS0604)



.102. jﬁ ,f

¥k

¥ 45 %

o PRS2 R ReA L KR RS R,
THIG 6 & R 12 A g . TR A LB 1T IEA
BAWEHERENRZ A F, JFHEAX
AT AEGRE T R, BN e & L9 E F4E
fEkitar e, HEBAGEYE, HINRA G
MIBRECE B, P E ATk Lk
Fl, B5OREZERENEREAMN SR EHE
i, AMUEEH s T BRI GR,  FIN S
B N X PR AR B e e A B . R,
R 29 R I TS DN T A T 52 180 R 22 1) SR -2

& 40 1) % e A 240 R TR R I 3 AR 0 9 % Ak 3
WEs FF5 AT ST BOIINASE . T
WEAE— P BB B UE R T A2 15 776 TIUH B U@ 1 i
LCAMTEMHE AR Blan, LUK 4 2 Hirai P
FIH Isabelle/HOL %f LA K 3j EFUALH K145 418 Sk
TR, DA T FIhuE B ENM R T %
M. FFSHATR — Mt r) B iR T2 38
R, FESPAT SRS IEFE 7 T 75 (1 A5 40 A\ i R 9 X
EAE E IFF 51, FHmd AW REERIRLR, K
IR REHAR B AR T 70> B NEF IR e & 20 TmIR
BT RZ —, Oyente™FIHFFSHATH A, @it
B RE A 27 B AN DL R H7 IR A BEAUAS [F] 1 AT 2R
2o Slither® 42 Hi A8 F & &8 H Hr HEAT IR A I, 2R
FETIRS . IESEE RIS R . (HEIX
S 23 1) A ) 7 9 7 B AR — e [ sE U], I HLE
EA TR E A IR, T EUk I E 2
BAK, RS PRCEIEIRE . AR TS
%, Contractfuzzerl® 3 TR MR A, P&
AT IS Be A L IRiIRAT I, (FIX RS LR
PR P Bk AR A 3] B 25 R T HLAR M
W EVER R A W RERIPAT BR 11

BEE N TR BeAERE 7o i SO K % S, Aok
50 AT T 4 A0 P R 2 ST B i o e
222 AR IR 1) B A s VIR RS 0 92 = S T 1) R
G AR, HACHHTE AW R, 18 XE B 5
B, SR, EREAE X HEE BT REA A LAY
WA FKoR, #Id 98% M st & LR & 45715
e DR, 8 SBRRH H i m 8 e G 20 1Y
FIdRIFA I 7 RN E R, HaAr, WA IR
YR RE S A F T & A e kil . WA T
FREE I 2 (1) 7 V2 TCIRIR N T2 30 I T 5 RS2 LUK 37 R
fIHL (EVM, ethereum virtual machine) F§4>[A] )%

7, HERARERHPAEPITHN FEE, 3
BUSAE R B, BAh, TR RS AT
FEFRFE, BB RE & LRI D BREFR 2 IR B R 2
BUS N TTVER 5 % BRIFAZ R T A 1 T 1, 1)

s IR B ASLIRG JE o
N EIR I, ASCh Ik T TIZR S n

J7 B I 2% (1) e A LRI AN 77 v . BARTI S
NS @ R e e AT N (L (1o o i N e B A R AVE ol MW
K, AR TR RSB R STz O B S5, KE
2 RS SRR IR oM P B BAR . ASSOR:
BREA 2% O B N T ZRAR K H Transformer [
XA 445 %7~ (BERT, bidirectional encoder repre-
sentation from transformer) BEAT17 figmhD, JFEHRIFH A
TR B I B AR 22 N 4% (ETGN, event-based
temporal graph neural network) & 2K - SE R
U5 B UL A5 BT, 456 B il
HILAR SRR P AT Th I P SR 1, RS2
W1 SCRAE M TR e & AR, - AT 52542
B RE G LRI R T R L

AL FEZE TR T

D) $& 17— 1 n) & Re 251 R ) i VR A
HEZE, ZHEZLE S HEE UL, o0 BRI, il
W GRAE Y DL S T A SR B 1 I B 4 8 ) 2% 4 58
g, SRELT i E v R B A LTI AR, A AR
TIRIAR I, Wb T IRIRAR RO

2) feth 1 —MuE s & T FH AR IR Bh 1 I
PR 2% I N T8 Be & 20 Tmim A il o 1A Y 2 T
HAFATIRS), FHGE R IIVLHITE SN FEAE R
HRME, AREEE T & LAREE G B2

3) ASCAEA AT 10 75 B SR BE & 2 2L
P AT SRne, AT Rl EONIRA B A) A
T BA A% Tx.origin S IE I TRAS U 4 HE B 22 5 1) ik
F 94.67%- 93.08%- 95%. KX L SUG 1 45
W], ARCTTERPEREAL TA% 58 07 1% LA s i
18 25 T 44 8 o) 26 P e e o 77 9

1 HHXIE

AKX R e A LRI RS I R AR 5% AR EAT A
4, EEALEE G B8 G QIR TRA I 77 A0 T
FAIE X 2% 1) 8 BE B L0 IR IR AL TR I 2K
L1 fRENERS NIRRT E

IR T E AT 3 R AT 5 AT BRSO



%9

JE b S - T TN R T I e Ao 28 0 2% ) e 1 20U IR A D 7 vk - 103 -

T A58 E 55 4% G 1) & e & 20 IR TR A I 75 .
i, FEF RS AT I Oyente LY g & 29 T AL Al
PARGPRASE 4N, B EVM MM [ & 291
ANFEPATERAR,  H SRR I IR S B s n N
Tl e A BRI A2 G U MR A A S —
K RF 5 AT 1A 2990 B T2 Mythril P 221555
fietr e AR R, A S PAT RIS 21
PATERAE, (EXTEAREREGY, HFHERKN
F e, HRAEERRRE. BTS00
(11 Securify VR 5l DG A 29 iE SCE M, i JE
SR TR B 2 2 7536 2 BOE SRR E 2 R, (H itk
TRAZ T I0E BN, 2 ) 8 A 58 B sl 1
K 0 s IR o 00 K T 3 R o B T TR AL R IE 1
ZEUSUOUFI i £ 50 15 ) FH 5 5 L PRUg B0 IF A 2
224, ABAEAE B AR EEA S, A 55
) s 58T I T AE Pluto!M I SZBL T 5 4 20 B IR TR AS:
W, FetxF A g s & A sl iR B (CFG,
inter-contract control flow graph), i £ 5 AT X
ICFG #EAT AR IR 2R, (EL0)) T M i 42 1 A0 1 b il
g5 b, B T IEE TS A L35 R 2 B R AT
RETRL . HESEENE BT EMERE, A2
RIEELIE S, UK DL T2 ks i A HAE
HLEE .
1.2 ETHEMEZNE SRR E
IR, RS 2] 5 R 70 B U8 R i
AT A5 PR B ) kT 2 I 2 1) R e S A0 T TR RS
I o7 Bl M SR R R R R B (CFG,
control flow graph) AT IR FE AR S i 315 3 LA
BAEE APATIRTE B RAERS 751, JF 5 N-
gram A1 ia] B - 38 [7] 3C {F M % (TFIDF, term fre-
quency-inverse document frequency) K #5/E 15 7 41
O ER R, BB 2 R 2% b AT I 25
Mo, FTE BB RE > 8 R & 2N IR
W 7 3051 (SCVDIE, smart contract vulnerability
detection method based on information graph and en-
semble learning) MEE/ERS it EILHIMR,
PRAERD LI AE B, BT3RO R a5 B T
FoRRIAR (S S . Huang Z5UOHR T —Fp 2L T
BHR N [0 7 5 RIS 7 45, B HAT B AR A A ik
P R, IR IR A OC B B R, IR A
RN 7V )R (AL o Fan S507HE H T
—FXE R TR B L N4 (DA-GCN, dual at-

tention graph convolution network) Ji i £ 77 % ,
HMH CFG R BURHIE, IR EB BB XEE
JIREHUR 43 SR P hb B8, A 280k Wl A =5 N U VR A
I TA) AR R I o« bR B0 B RE S 29 =15 15 R R
T 77 %, AR RS T BRAEMIE LER, R
R 53 H CFG w5 IR IR W& A AH I Y R, &
FURh 2 X 2% T 1% 4 T 2 21 5 HE B R ) B 3 L

2N

gx LRIk, ARG REA LI IRAS I T i AN B
A FRHRE T 22 I 48 1) R E 3 20 IR IR R DN 7 3 T R 7
Ir 4248 CFG Hh I P45 B DA K IR iR 18 A5 B
I, AR b T T 5 5 I e A 4 0 2% £
BREA LRI %, K& QBRI (E Rl i
WA BERT #EAT RAL, FR45 &5 T HA K501
I Py BRI 2, KRR TS B A A5 BB AT SR A
A%, ITIT SR B vt PR (e TR A D0 o

2 ETHNESHFEHENEHNERERS
RN TG A

AR 2T I 25 5 I e A 48 9 2% 1)
Re & A s T AT I vk 7 FAEZR W 1 B . %
TT B AN R AR TR, T
# 8 CFG £ox, HHATIRAS i ZOBAE
B, HEAT RBETE A e A O IR, T 2R
B, FESEEIE A M, FI A BERT B ALK 5
FUHEATIE URAE; ETGN, T HAERs) R E
P2 W 25, SEELA 2 B g i DL 5E R AR U TR
S o
2.1 HIETAIE

ASCHHREE R A LALRYE & AT ESEE 4,
BT e L0 bR ARARS, A SCiE s TR octo-
pust! S H L4 A CFG it 47K~ . CFG H 5 45
Mg A, Horh i AR EVM iR & 4R
A, BHIBRRIT S Z M KR, W G=<VE
>N R G LM HIRARRE, VAR @ SE
4, ERREBUNES, CFG bl K 2
Frse

HREGAEVMEEL T A S RELE XS,
N T B A SRR, A SO AT SRR A
ERHATINNE, K482 i BB B 4 o ARR AL
P JEVEIFR SRR . Lhandia 2 1) B Aw bk A0 P A7
HEmmA RS, HSHSRAE SOFCEERKR,



- 104 - EofE % M ¥ 45 %
-l e l.;]‘« Y
/ . cooo ¥ ; ,
60806040523360 [ FESURBER ] @ N Y h\\i R A T '
bt | et esc | AR S S S L g 1___1__’ AT
. COHEEAE
Wil A i !
CH 245 ]D¢> """" R
A JooTTTTTT T E
Il G :
G
SR B TR R I AR PR3 W RREA $:9k4: ETGN
1 ST TSRS i e B o 28 9 28 A 5 1R 80 B B 20 U IR ARSI 77 ¥ 1Y) 5 SR A
AIEE [ PUSHI 0x0 *
.| PUSH2 0x40
BB A 60806040523360 block  0xc
= 0160006101000a JUMPDEST
81548 1 73FFFFFFLE.. DUPI
PUSH4 0x18-+ .
...\ e F 4
K2 CFGHAbrBl
F A8 AN R R A 1 9 128 118 1T R 2 25038 IX SE 50 3 &2 K<
A R TR NS B 3 57 e R St
K K A A sl K o 4 R HE 4T CALL W AR
DUP ZE M1 SWAP 454 20 HEAR H (1 i kAT TE AR MLOAD st

BAE, EHEMNSEMRATARKAR, 542 81E
O T e ) F PR A AT LA RS AN T Bk, i g
A FRFEAL T LAY TR R A5 ] SR RASE, AT
RTHINZBRAIRT L, R 1515 T 152G
ZN 7B

=1 ELAEU RG]
eS| iz MVEAL R TR S
DUP DUP1, DUP2, -+, DUP16 DUP
SWAP SWAP1, SWAP2, ---, SWAP16 SWAP

PUSH PUSHI xx, PUSH2 xx, ---, PUSH32 xx = PUSHx Datax

22 fROEERK
221 KAEFRAE L

B4 CFGHEE T RELXTAER, &5
o A58 A PRI I 1 S 2] PR AR RO T . JE I X I
AR BeA QIRIARE ST T, AR SCHRIE A [F R
T FRFAE 3 T RBEAR 2, WR 2 PR AIE
NRBEFR A FRAE I SO0 AL, IR AR O
RA B EZ OB, TR & 2R TR E SCET &
RURAE

SSTORE BB N AT
TIMESTAMP S (1 F [k

o o LT T EEE
CALL W F AN K P
ORIGIN SRECHAT U5 Hb AL

Tx.origin & 43 LT MLOAD N R RNk %€

N T RAEIRTFE SCRHE, RN TC T 215
BT pE, AR A A IRTE R
A, X HLICHER A R AN [F A RE A 2RI AR S .

PARTEE R AB], K3 A2 DAO KA —A
HAENRIFF RS L2126, 56 817 call.value
PRECH T RIEAR T, ¥ R AR A o S
B, FEITHATIR 7 REGHIBE, WRREEEE
o &5A AT E NI E SRR IE A dn F8 2 1S
B, AR SR R K OC B FR 4 O CALL.
MLOAD. SSTORE, ‘&A1 Al4si 7 vl B N IR
AN . AR IR AR SR B E . 3T Lk
SRR, 32 43 0 45 i [A] R AR A R T LA B Tx.
origin 7 A UE IR ) B HE 2 o



%9

JE b S - T TN R T I e Ao 28 0 2% ) e 1 20U IR A D 7 vk - 105

Contract DAO  {

function getAm()returns(unit){
return payments[msg.sender];

+ function withdraw(unit amount){

if(msg.sender.call.value(amount)()) {

payments[msg.sender]-=amount;

mapping(address=>unit256) public payments;

require(payments[msg.sender]>=amount);

10. }

11. )
1.y
13. Contract Attacker {

14. DAO public dao=DAO(0x4D...3);
15. function()steal()payable public{
16. dao.withdraw(dao.getAm());
17. }

18. function()public payable {

19. dao.withdraw(dao.getAm());
20. }

21}
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ASCAF PR R (Accuracy) « K% (Preci-
sion)+ A% (Recal) FIF1{H (F1 Score) 1EA
LRI

_ TP + TN
Accuracy = TP + FP + TN + FN (10)
S TP
Precision = TP + FP (11)
TP
Recall = m (12)
F1 Score — 2 x Precision x Recall (13)

Precision + Recall

32 WERSSH
AT SE I A T A LR 3 AN AR
]

&

RQI: Ak TIwit e ST oan
BB 2 IR R 7%

RQ2: AT HIAZ O B L S il 252 B e Tt
U YRR ) A o 2

RQ3: ASCHEH K ETGN B 5L T BLA
22 28 U T Rar AR Y, G AR A A O] A ) 2k 2
ST B e ?
3.2.1  FHLA 2R B R AT e (RQT)

N T SRR IRA I RCR, A SRR TR S
7 M ELA A I 7 AR LUK 3 BOHE AR b kAT S I
b, 454 Fi AL Gk 77 (Oyente.  Mythril,
Smartcheck. Securify) LA 4 Fp3k TR B 2% ) 1 A%

W7k FETIRE S 2B R & 2R B )Rl
(VSCL, automating vulnerability detection in smart
contracts with deep learning) . EtherGIS. JH & 1% 1%
22 W 2% (MPNN, message passing neural net-
work) « B /37 i B f£ 1% (TMP, temporal message
propagation) %%, Hr, VSCLUYE CFG _F1f#i H
TREEAR S Pr1g 2 — AN i B B B & A AT I
FERIRIED R, AR5 KR PP 51 ey 1) &
Fon, KA E N B R E A2 M 4% (DNN, deep
neural network) 584 HH i AT Y Z5 A1 7 25 . Ether-
GISPOLZ | I 1l 22 o0 28 1 42 52 1R AN CFG H 4
EIRFE AU T A I AE 22, M2 UK EVM 1 2 1E R
B, AR VE Rl 2 CFG T ST R E, B84
FCAH LB 1 . MPNN ST BB e 2 i 4%, @
A ARG BORAHE CFG 7 U A R R,
B ] DORBUEE S CFG {5 . TMPRIML 45
EIERG B — A R I 25 ) 253 ANy,
PRt J T I A YRR R I B o 22 I 2 AR R -
R T 20N . &4 5 7 TG IEEARR
RN R e AT W iIE walllfy &

75 ] HON U I K 75 T, A% 48 ) Oyente.
Smartcheck. Securify &5 1. H %% i 5 b5 £ A, H
WAL 4t 1. H Securify (191 81 %K 8 71.89%, 5 i #f
2 W 26 K 7572 VSCL EtherGIS. TMP 431 L 34
B 12.79% 6.48%- 13.69%, fi A< 3L J5 1% LE Se-
curify 15 tH 22.78%, Lt #1775 VSCL. EtherGIS.
TMP 43 5l 5 9.99% 16.30%- 9.09%. %45 H 7
I3 BT TR GRAR 5 TSR F I Fe  A 42 A
RISt . BE— 2B R, T 2] MPNN ()
HER AU A 42.56%, R & A% SCEF X MPNN () 4
NFETARAT BTG4, K 8EA CFG 15 B A #h
2 M 2 BEAT IR A DN, KB B 7R T RS R R
DX 2 6 P TR X 2 o Ak, AT E N IR 5 B
LR A 9 Ao G R 2 B 3 AR BE O AT g%, DRI 3 B
MPNN HJHER BRIk, M T AR )
1% 0 B R 8 710, VSCL Xt CFG 2K FH IR FE R 2 il

=3 LIRS
Ky it GYHENY TR A A ik
HEHER 120 932 29 783 JEE LUK R BE S 2
% call.value 4 20013 4693 AT e 52 30 w] 5N PE IR e
& block.timestamp <4 7 67 833 19 836 AR5 ST [ B A A U

& origin BT 21028

5254 Al e 52 2 B A BT




559 1M el 5 < T T 255 2 B o 8 T 45 1) 88 R 0 R VIR DU 1% <109 -
%*4 LIS EE RS
N ] BN\ JFIH o 1) R A At s T Tx.origin £ 43\ E R
WRIDIRFS
WM A% K% FlScore Effi%  HEZE K% FlScore #EMiIZ% HEZE FHZE  F1 Score
Oyente 61.62% 54.71% 38.16% 44.96%  59.45% 38.44% 45.16% 41.53% — — — —
Mythril 60.54% 71.69% 39.58%  51.02%  61.08% 41.72% 50.00%  45.49% — — — —
Smartcheck 52.97% 32.08% 25.00% 53.57% 44.32% 37.25% 39.16% 38.18% — — — —
Securify 71.89% 56.60% 50.85%  53.57% — — — — — — — —
DNN
. . 0 . (] o (] . 0 . (] . 0 . 0 . 0 . 0 B 0 B 0 . (]
(Primal G-W) 54.95% 72.91% 39.47% 51.21% 62.73% 71.42% 47.61% 57.14% 67.76% 76.08% 51.47%  61.40%
MPNN
. . () . (] . 0 . (] . 0 . () . () B (] . (] . 0 . (] . 0
(Primal G-W) 42.56% 40.27% 25.55% 31.26% 73.50% 62.30% 58.69% 60.44% 54.94% 54.34% 38.16%  44.84%
GCN
. . () . (] . 0 . () . 0 . (] . (] . (] . (] . 0 . (] . 0
(Primal G-W) 59.90% 20.13% 31.52% 24.57% 55.90% 49.10% 39.28% 43.65% 64.10% 80.43% 48.05% 60.16%
DNN
(Core G-W) 86.71% 70.86% 87.70%  78.38%  84.78% 75.96% 76.69% 76.32%  86.02% 79.80% 77.57%  78.67%
MPNN
(Core G-W) 84.45% 73.50% 79.28%  76.28%  88.19% 86.53% 78.94%  82.56%  80.42% 72.94% 65.95% 69.27%
GCN
(Core G-W) 84.23% 72.84% 79.13%  75.86%  86.02% 77.88% 78.64%  78.26%  82.91% 64.42% 78.82%  70.88%
DNN 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
(Core G-B) 88.06% 90.06% 78.16%  83.69%  89.75% 94.23% 78.40% 85.58%  90.74% 95.29% 78.64%  86.17%
MPNN 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
(Core G-B) 88.96% 94.03% 78.02%  85.28%  90.06% 96.15% 78.12%  86.20% 91.45% 95.29% 80.19%  87.09%
GCN 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
(Core G-B) 88.96% 76.15% 89.84%  82.43%  89.44% 89.42% 80.17% 84.54%  89.32% 84.70% 80.89%  82.75%
VSCL 84.68% 60.26% 91.91%  72.79%  79.81% 51.92% 78.26% 62.42% 85.76% 60.00% 89.47%  71.83%
EtherGIS 7837% 54.30% 7522% 63.07%  77.92% 59.02% 68.53% 63.43% 70.49% 59.02% 54.14% 56.47%
TMP 85.58% 71.05% 83.72%  76.86%  85.30% 62.74% 83.11% 71.50%  83.18% 69.58% 77.43%  73.30%
Core-BERT-ETGN  94.67% 96.71% 88.55%  92.45%  93.08% 98.02% 81.81% 89.19%  95.00% 95.74% 90.00%  92.78%

P8 KB RTT 5 EtherGIS N #4 & BUK EVM
TR ATEEE, XFOCHETE A H B BUR ;1 TMP
MELEBATTIAH—, RETZOE . LR
S5 78 0 Ul WA SO H A% O B R 3 T LUK A 2
TR VB SCHEAT A LR AR, HRE T 3 IR TR K6 A 55
B RIFMRR.

T I 18] Bk s VR RS U 5 T, % 4 T Mythril #E
T2 N 61.08%, 31X J2 K A BT 77 ¥ 8 i ARG FE Hh
K6 15 2R 0P & 75 A7 7E block. timestamp 1 f) SR A
i [) B AR MR T, AT 5 SBOHE 1 R K s Smart-
check HZ A I 4 5t T — £ fi 5 £ 322 8 0 0] KA )
i, XS EAER R A F1 Score Bk AL ik
I T B A0 s VIR o T 7 T 4 A 4 b TR 4 e
Y i 2 4> ) b VSCL. EtherGIS. MPNN.

&b
He »

TMP & H 13.27%. 15.16%. 19.58%. 7.78%. M
T B [ B A4 A5 s ) A B L A 28 R U VR DG B 4 A
B %, B LA I Ta) R A A8 s VIR R ) BE v E S 4
BARE IR . SLIRaE RAR B, AR ST 2Rt
B BERT 770 % & 18 418 X R RRAE, & A
) R RACKS ., H ETGN B RE 0% 47 250Hil 412 15 05
F10) 42 ) A R O R AN A5 R, AT S IR v AR
T I s 0

£ Tx.origin & 43 A UE Js T A 00 07 1, A S5
7 5 VSCL. EtherGIS. MPNN. TMP 317 %} Eb ,
AT IEWERRIE R T 95%, b HAh T4 5 &
H T 9.24%. 24.51%. 40.05%. 11.82%. 4 #T Tx.
origin & 4 W EJs i J5 #L AT &, §8 4+ 47 7E ORI-
GIN. MLOAD R A7 AEJwIH . MPNN H T



<110+ W fE

{18 %45 %

B

BN, TR SRR 2 S 800
AT SUREE, MEFIEREUIK; EtherGIS # % 1
BUREVM 52, &1 X} Tx.origin & 4 A IE IR A
BE U YE ;s VSCL A Stk A2 I8 7 K2
M FHAEAYIR 2 T SR nT DASE FHRRE 2 2] R0
Fit LA TE Tx. origin £ 4y I\ UIE I 1 B A 55 09 R B
TMP B 4E s PO B kAT A, OREE T &4 B0
¥ 008 SCERTE, BT LLYE Tx.origin & 43 A E IR I L
RE T EE R AR B AR SO T O R A
OB TR, K ORIGIN. MLOAD fF H# 0
AL, SIS B RS, e TR D
P&

322 B BARATR 43R (RQ2)

N T A AZ O B T 2R A% R BERT X IR T A
MBI DTER, A S AE IR AR B . OB B DL & T
ISR 5 R RAE JZ T AT X st e, st ala
FRZE RN 2% 57 DNN. GCN. MPNN #ETI8AIE .

B, ACHEG B AR, R
NI 7T, AE R 2 5 v 1A% 48 1B Securify AH E
R 3 R4 G & % 4y A T 16.94%.
11.99%. 29.33%. H T 0/ ENIFRIHEZHE NE I,
DAL A% Gt 20 X % (1) R I AN Gn T FoAar il s 6 P T K
A 8 IR IR RS 5 TG, Miythril v 6 3R B GON &
5.18%, {H DNN 5 MPNN 4} 5l tb Mythril /& H
1.65% 12.42%. #JE—250 47, B [RIEAK R TR
HEAEE XL, R e gz 808 T T Ak
Mo FRsSEIGZE FAER, FIH i BEE A N R
Be7E, IR AE B R AEAE [ M P YT R DL RN OCBET R
SRR A S 5 A R R SRR .

FLUR S AR SCAS P A% O IRA) 32 5 1 2 i o i P
| H Word2vec 4T R AE, B HAE N ZE 25 3047
Rrill o A% Guph 28 X 48 7 ] BN I VIR PRSI 280 SR A B
T AR T 24.33%~41.89%; A 8] BE AR 5t I 117 $2 7+
14.69%~30.12%; Tx.origin B 3 VAL s I A& 0 2% 51
$2Tt18.26%~25.48%. T VSCL 4| H T DNN i
TSR, ASCEAME H 2E T 1% 0 B 1 DNN 77 5
VSCL ikt ATt b, 13 3 s v vEE i 2R 4 1) 4
T T 2.03%. 4.97% 5 0.26%, ARG HIRTET
10.6%-+ 24.04% 5 19.80%. [F/#, EtherGISFIH T
GCN #7732, AEHEET 20 B 1) GCN 5%
5j EtherGIS J7 ik 47 XF tb, WM R TP #RA T
8.79%, HBIZEFHIRTF T 1426%. 5 LA, &

SCHE T OB AR 2 M A% O B T RO &1 T TR
TR R R A B R, B G M 4% 5
T B AR 45 Gt 2 SR B HR 20 s RO ) e

e, (EICEEEIRIERE b, AR SO i I g
AR B Word2vee HEAT [ B3R AE, it — 546 7 )
G AR G A LRI =R . SR
TN, FET A B S A T ZRA A 1) 75 ST LAk SR 4R
FHELAY e, 7E 0] HONJE A J7 [ MPNN. GCN.
DNN H#E i 4> 4T+ 7 4.51% 4.73%- 1.35%.
H A MPNN 5 DNN () A [5] 2 7 3 A i 77 1 &R ik
B T790% UL . ik, bRseibal RIsur 17 gk
T BERT R 5 X RENS SEELE HER R AE,
R R R WA 55 SR it T R G R AR
3.2.3 ETGNAA Z R (RQ3)

1) SIUH 24 4R R

N T BAIE ETGN BB [ 2, ASCk AL G
2 M 4% DNN. GCN. MPNN # #it ETGN 5 A 3 47
SERXTHG . A SCHR H A% O B 2 5 BERT Tl 2k
FEARAMAG N TAL G L 4%, 43 HIE SR UG B AN o6
BEE2AZE B3 AT X, ETGN K 2 i A6 ) 25
RE TR B 7 s AR IRR E R AS
ANy, o aERER R KR, FIE. A1
K, HIBLKEMAMT L, AR IR E R

SEIGEE R, s Fl A Word2vec ik &
BERT fE N [a &£ AE, ETGN AR G K E i3
DU TAE Giph 2 I 4%, 45 9] A2 ) R AZ 0 B 5
WMGRFARMEE G, 45 ETGN AR 7E 3 MK
TR b AR R L 3 93% L E, T A [ 4
1E95% L b . #RT, ETGN KR 7R J5E 45 K 2 1H %
DA Z, X2 BN R B AF T 2 5 R
ETGN B 2 fa 4y o5, i DL R i P 8, Hik
X AR PR R R I 2= 7= AR AR KT, AT BRI
O RE B ol I A% 0 BT S B B iR I, T A
AT 8 0 () H & ORI B2 /b, A1 43 ETGN A2 24U g
% 78 43 % ) S Ek B S B T BEAT R FE 1 R R
iR

2) FEF AR AR R (A R SR IE

N 7 Bk ETGN A A R AR i e (EGM,
event generation module) FIHAFE T 1 Jaa il I AE A
FE, ASCAEGM EFH AL . fF ETGN 5 A
TR EGM LA K 2 B EGM S236 Xt b, S2E6 45 R4
LSHEK6 Fw.
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Accracy

F1 Score

Precision Precision Precision
(a) A E A

....... : --=-“MPNN(Core G-W) ------MPNN(Core G-B)
MPNN(Primal G-W

P ( : ) —--—-DNN(Core G-W) --=-DNN(Core G-B)
DNN(Primal G-W)

Accracy —-—GCN(Primal G-W) Accracy —-—GCN(Core G-W) Accracy |~ —GCN(Core G-B)
—ETGN(Primal G-W) —ETGN(Core G-W) —ETGN(Core G-B)

F1 Score

------- MPNN(Primal G-W)
---DNN(Primal G-W)
—-—GCN(Primal G-W)
——ETGN(Primal G-W)

F1 Score

F1 Score

Accracy

------- MPNN(Core G-W)
----DNN(Core G-W)
—-—GCN(Core G-W)
——ETGN(Core G-W)

Recall F1 Score

F1 Score

Accracy

------- MPNN(Core G-B)
—--—-DNN(Core G-B)
—-—GCN(Core G-B)
——ETGN(Core G-B)

Recall

Precision Precision Precision
(b) I ) AR Bt I )
------- MPNN(Primal G-W) -+*MPNN(Core G-W) ----MPNN(Core G-B)
----DNN(Primal G-W) ----DNN(Core G-W) —--—-DNN(Core G-B)
Accracy —-—GCN(Primal G-W) Accracy —-—GCN(Core G-W) Accracy —-—GCN(Core G-B)
——ETGN(Primal G-W) ——ETGN(Core G-W) ——ETGN(Core G-B)

F1 Score

F1 Score

F1 Score

Precision Precision Precision
(c) Tx.origin & {73 A UEJ
K7  ETGN AU R 0 45 S it mr AL S5CR
x5 ETGN(EFREGM) LI AR
- B PN FIRF )k At s VA Tx.origin £ 4 A IE R
WM A% AE#i% FlScore  #EMIFE  HIEIE  AFEI%E FlScore #EFITFE  HIEIFE  A5HI% F1 Score
Primal G-W  58.25%  57.25% 40.32% 47.31% 82.28% 71.42% 73.07% 72.24% 76.20% 47.42% 54.76%  50.82%
Core G-W  89.35%  93.37%  78.77%  85.45% 91.93% 94.05% 81.19%  87.15% 86.78%  92.63%  74.57%  82.62%
Core G-B 94.67%  96.71%  88.55%  92.45%  93.08%  98.02%  81.81% 89.19%  95.00%  95.74%  90.00%  92.78%
*6 ETGN(REE EGM) LI 455
I I | i [ B Ak i e VR Tx.origin & 43 IEJE T
WM A% 5% FlScore  #ERIFE  HIEIE  AF#I% F1Score #EMIFE  HIEIEE  AFHI% F1 Score
Primal G-W  57.25%  22.30%  29.29%  25.32%  75.00% 72.93% 59.14% 6531% 76.21% 44.77% 71.42% 55.04%
Core G-W  82.70%  84.76%  69.78%  76.64% 87.60%  7549% 81.05% 78.17% 83.59%  79.47% 73.61% 76.43%
Core G-B 91.35%  86.09% 87.83%  86.95% 90.77% 91.17%  80.17% 85.32% 91.78%  93.61%  83.80%  88.44%




.112. jﬁ ,f

hallis

B

{18 %45 %

A 5675 B AE G B K2 T Word2vec i
AT 9w A5, o3 b o] BN B D) B A st s ) LA K
Tx.origin & AEIRT . {7 B EGM f] ETGN ## !
ERZR D HHRTE T 6.65%. 4.33%- 3.19%, 4[0]%
S AERTE T 8.61% 18.56%. 13.16%. &L %fLL,
{5 EGM A] LA T+ ETGN A 74 I 0 K6 01 140 74 1 =
FMRIETE T A ER, 200 EGM KR 1E X
REAERAE, bR o

T IR AIE EGM SR TRE S RAE S
AR SCAERZ O B S TN ZREs AR LAl oK ETGN A58 i
FTH RS b . MR B 8 IR A i LS SR, A
SRR B EGM A% B L HEAf 20 A0 A 1] 56 7E 3 /Mg
T2 T ROR B E T 2  EGM [ ETGN #7 v,
Y B R 2.31%~3.32%, A 8] Y 2.13%~
10.62%, FilE T EGMXHIRIALE S =R AERE ] o

100%

O %BREGM
B REEGM

95% [

90% -
85%
80%

AR o AR T origin B 43 A IE R
(a) HERHRT HL

Accuracy

100%
O %BREGM

m REEGM
95%
90% |
85%| H H
80%

AT R I IR Tx.origin B 4 A UETR:
(b) AT B
K8 RSN L

Recall

MRAE 3R 581, EGM BB T H 4248
WRE B FER, KRy — Ry A
(AR, 456 ETGN AR B & iUl i e
TEHRAFAT IR, RERSAE I S B R U T A
Mz oeb, NI ERT T I Tl an il i) e

3) Bz AL RE J1 50 E

ASCTTEAE A T BRI B R R A e I
DA J% Tx.origin & 4 IR 35545 55 ) = 0.

N T BRI ALRE ), ASCTEEA 12 Ji 0 5 R
B LS T 60 178 I R RER L), Hrh i
TR . PR SRR R H 45 8 PR A A
AT SENS o BRI S 25 TR EL R 7 s

=7 FERIESR IR 4 R
TR A R HEE Ki#%  Fl Score
B IR IR 90.76% 88.23%  78.94%  71.42%
MiE R B2 AR 95.61%  84.96%  90.76%  97.41%
SR 5 2% U T 91.26%  77.06% 79.62%  82.35%
6448 15 55 Ui T 82.57%  72.99%  68.49%  64.51%
W B AR R 89.32%  81.02%  79.56%  78.16%
HEHR R 82.17%  73.55% 66.41%  60.54%
E Al 93.68%  80.15%  86.32%  93.51%

KA call IR [BME IR 84.50% 80.340% 70.94%  63.51%

HHR 7 W] 1, A SC 2 e VIR R N P T R 8
L) 80% LA &, Horp B EETRI . A3 o B R
TR < 3 S A 305 JRe IR R 46 A T 4 U VIR VR A 2R O
7 90%. ERE R U T ETGN B B F
MAHZALEE S1. i EGM @8, ETGN A4
R T A 20 B 3 A AO O% R DA ST AUk L (1)
B E S, mAGRERIE G R, thit, BEHE
PEA RS & B R AU, AR HB R T T SR
THIFE R BEST, (43 ETGN #5584 B AT T 4F (1) s I
LRIy gz

4 HERIE

ASCHR T AT RIS e R e 22 I 2%
K B & QIR T % N T R FIEE AT
R HORFAE AT TR 3G R 7 1T RS CFG,  IFIR
PR EEIR S ML DB N T R RERAEAZ L B X
S, FIH I8 BERT %A% O B H AT A5 R
HBEAT A 5 1 kAR B (R I e B 2
2, bzl B IR IR SUE B BT AR, S
A R I TR A o AR 3 AR S R B 4k L SE
W AR, ASSCHT R 5 VA s IR A D 1 Re L
HAMIAT 5%, Fish, BHMEIN60 178 43 B HE A4
H 8 AR I T BEAT SR IR UG, R TS U A R 1
IBEI80% VA E, FEIHIEM T ARSI VARI Iz A E

FERRIIBETCH, Rl it B A2 k2 LU
H 3522 S LR HRIRRFAL, [l e R
MR ESRANTINZRERY,  E— DAR e R TP
VAR, TR R TR N i T R o
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